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Measures to Protect Your Information

Title 13, U.S. Code

® It is against the law to disclose
or publish any identification
Information or share data with
another governmental agency.

® Census Bureau employees are
sworn to protect confidentiality
for life.

® Anyone who violates this law will
face severe penalties, including
a federal prison sentence of up
to five years, a fine of up to
$250,000, or both.

Cyber Security Measures

Disruption to the
Internet Self
Response

Web Site

Data Breaches

Compromised
Employee Devices

Monitoring for traffic spikes and unusual activity in systems/applications
Proactive identification of malicious traffic and robots

Cyber threat intelligence (federal, commercial, state, and local government)
Designed to sustain self response services

Use of Distributed Denial of Service (DDoS) protection services

Monitoring for irregular dataflows

Monitoring for unauthorized access

Encryption of data in-transit and at-rest
System/application penetration testing

Security management, monitoring, andanalytics
Timely patchmanagement

Cyber awareness training

Proactive public outreach and awareness campaign

Encryption of data in-transit and at-rest

Remote wipe capability

Monitoring user activity and detection of malicious end user

Two factor authentication

Phishing tests 3



